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3. wUUzUUTI8NTT NTDAMENEUIANIE

3.1 szuutdesiuszuuiaiatiedmiussuuniatignauiiuned 31uau 1 Ya Ussnaudoe

3.1.1 fugunsal Appliance floanuuutusnameileviiniifilu Next Generation Firewall uag
InhsusznananuANUaenislaew@nie (Security Processing Unit)
dieligunsaianinsavinaulfedrediusyansnm

3.1.2 qﬂﬂiﬂiﬁﬁ%auaﬁmagagmdé{ Gartner Magic Quadrant for Network Firewall U 2022
(September) #3alnsinin TuszAu Leaders

3.1.3 gunsalazdest] Interface dmiuilensassuuIATaUNELUY Gigabit Ethernet (RJ-45)
ieRn1 lidesnin 16 ¥ag, SFP usednin luteendn 8 ¥a4 wag SFP+ vIefnin latsenin
2 404 lngyn Interface afipaaunsanivun (nterface Rule) {u LAN, WAN w3a DMZ 14t
uazaunIa LA (nterface Zone) fifguassuurmustusnios lalaedasy
w3eanunsanwualiy Interface dmduvih HA 161

3.1.4 gunselumieuu SFP fiatiuayumsifeusieiuy 106 viefind1 Swuau liitfesndn 4 Tuga

3.1.5 aduayu IPv4 Firewall Throughput lolaifernin 27 Gbps

3.1.6 s8aiumsilieusienaniiu (Concurrent Sessions) wuu TCP Malaitfesndn 3,000,000 Sessions
wonaduayunsaiesnadeuselmine il (New Sessions/Second) Iélsitfasnin 268,000
Sessions

3.1.7 aduayunsasaadeunastasiunislaudlaed Threat Protection Throughput laitfaanin 3
Gbps

3.1.8 atuayun1sn IPsec VPN Taell Throughput liitlasnin 13 Gbps

3.1.9 aduayun1svia SSL VPN Taedl Throughput Lidesnin 2 Gbps
Tnedosatuayunisyinniadienles SSL VPN aniadas Client Iélaiffosndn 500 Users

3.1.10 aduayunsuIMnINMIInn1sgunsaistu Console wag Web Browser WU Firefox 138
Google Chrome 1@

3.1.11 adfuayun1saing Firewall Policies NaNkaWiusz®I19 IP Address, User, NAT, Security
Profile nelel Firewall Policies Tudisideaiuls

3.1.12 atuayunsnsiadusasteati Virus fiiutiesnis HTTP, FTP, SMTP, POP3, IMAP uag
MAPI 1¢1 '

3.1.13 aduayunisUeeiu Spam Email #1835 IP address check, URL check waz Email

checksum 19\

3.1.14 gunsalpatiszuutlosiu Web Application (Web Application Firewall)

3.1.15 aduayumsvineuludnue Content Filtering 161
Tnganunsafmusligunsailfosiunisidnfs URL vie Web site Aisfosiuils (URL blocking
%38 URP Filtering)
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3.1.16 atfuayy IPVe6 Tunsvhausieg daeluil Routing, Firewall, UTM, NAT64, NATA6 was
IPSec 16t

3.1.17 afuayunisdefeyatulunsinasuaudedduszuy Sandbox Cloud iienmaaday
Unknow Malware 1g1

3.1.18 ﬁm’mmmiﬂiumiﬂadﬁumiqmﬂ (Intrusion Prevention)
lagaunsansandunsyninldsmeisnmansiadeume Signature was Anomaly-based
Defense LHustnsiiae

3.1.19 auvayunisvh SD-WAN lagaiuayunInsiaaeununwuasdunaiig packet loss,
latency wag jitter wioumuun Load Balancing e

3.1.20 aduaywun1svh Auto-Discovery VPN (ADVPN) Tngatiuayunisyineuiuy UDP hole
punching 1a

3.1.21 sesfumsnsdvaeugldau (User Authenticator) fiu Local User amelusgunsaitas, LDAP
waz Radius 1 wiouaduayuns Single Sign-On fu grudeyadldauuu Active Directory
(AD) uae Radius la

3.1.22 auayunsudsssivvesguassuuldvanesyfuiiennasndevesmadnnisgunsallé
Administrator Profile

3.1.23 aduayumsairedgiglden (User Account) Uszinn Guest w3 Temp User
fiflswasinuuuugu (Random Password) uazatfuayunsianivdgldnudinanluguuuui
(Ticket) 1d

3.1.24 5833UMSIULUY Two Factor Authentication alneilsifesfins Token Server

3.1.25 atuayunsudsssiuresiguassuuldvansseduiiomiutasafeveanisianisgunanild
Administrator Profile

3.1.26 anansoas U ¥gldeu (User Account) Useian Guest 3o Temp User
fiflswWarinuuuugy (Random Password) wazansnsafisivydgldnufndnlugluuud
(Ticket) 1ot

3.1.27 aduayunnsds Log WUU Syslog Muu1nsg U RFC-3195 wag CEF TUds Server
AguenlauINnIi 1 Server

3.1.28 aluayunsimuntauan Update Signature Tl ldfeenataeyng 1 4alua

3.1.29 aduayunsnmue Virtual Domains 38 Virtual systems laldteenia 10 Virtual
Domains

3.1.30 gunsaifesliiunisiusaanin ICSA Labs #ai Firewall, IPsec, IPS, Antivirus waiz SSL-VPN

3.1.31 gunsaliiauedowsiuamsg iy FCC uay UL

3.1.32 gunsalazdesiuvasinglwuuy Redundant Power Supply

3.1.33 guninlsssiinmsiulseiulaedudn lagsesamnsn Update Services sineq 161 u IPS,
Antivirus wag Web Filtering naanszeziiatvesn1ssulseiu 5

iy 2 /
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3134 gunseinndudenduredmilineldnunden wazagluatensuan
Lifugunsalithunuiulanmmiviouusanin (Reconditioned 3a Refurbished)
lnedaslAsusesnnusnguany Adusumiluysemelneminy

3.2 sewiuseansienu uazdniudeya (Logs/Events) ssutiaietne TnofignuauiiRcei

3.2.1 1uszuuuuv Virtual Appliance flansnsaiiusiusasimsnisal (Logs or Events)
ﬁLﬁﬂﬁuuquﬂiﬂﬂaﬂﬁum%ﬂw (Next Generation Firewall), Proxy, Endpoint Protection
uag SOWAN meldiedemanenisnfetuiiauslulassnnsld

3.2.2 aN50denAnAauy Amazon AWS, Amazon AWS On Demand, Citrix and Open Source
XenServer, Linux KVM, Microsoft Hyper-V Server uag VMware ESX/ESXi 1@

3.2.3 fmuaansalunmsdaiudoya log Wietinseilalddonndn 10 GB siatu

3.2.4 5993UN3YNUTINAY Device Wag Virtual System/Domain 531l 10,000
devices/VDOMs/VSYSs

3.2.5 ansouanEa L Lavdeyavesszuuiias log 1hun I6iwialuil Average Log Rate
(Log/Sec), Huil Storage ﬁiﬁ'ﬂ,ﬁ'aﬁ'ﬂLﬁu%ga‘umiwuﬁdﬂdn (Device Storage), Firmware
Version, Serial Number, IP Address

3.2.6 anNTIRTIIABUATINGNG BB TRYaTisaiU (Checksum) MNNNATEIU MD5 %38 SHA-L
39N

3.2.7 awnsausmsianisgunsaliuluslanea HTTPS w1 Web Browser ldlaanse

Tnghifosfnssmansuifiiuiy warlusinnea SSH Idduegatios
328 dipuandRdhunsuansdoya Dashboard et wioesiseluil
3.2.8.1 udmsdaya Top Threats fsgnausig CVE ID, Threat Level (Critical, High,
Medium, Low), §1uaundafiindy (Incidents) wisuuanayaIauiiey
Tudnwaznsidy way nsmuvislaiduagnaion
3.2.8.2 LLaﬂﬁauﬁmiﬁ'ﬂ’lu loun Top Source, Top Destinations, Top Country/Region,
Policy Hit, Top Application, Top Website Domain, Top Website Categories
lnedonuannaludnwaensmidy waznsuisldiduagnetes
3.2.8.3 annsorimuntiwaesdeyaiifiosnisudnmauuy T8 5 wifl, sedalie, ety
edUaT warimuatiaaiadin (Custom) I8dustelos
3.284 aunsnidenuandldieuuui (Al Devices) M3aldanianis Devices fiaula
3824815 LLamﬁa;&a Resource Usage éﬁ’wialﬂﬁ CPU Usage, Memory Usage, Memory
Usage, Concurrent Session, New Sessions Imauamlﬁﬁgmwmm?{a (Average)
wazANgagn (Peak)
3.29  fnamudidunisesnseauld seslesdelui

Elial (mu A &> ""/
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329.1.1 il template report lsitfoand1 50 ULUU U 360 Protection Report, Admin
and System Events Report, Cyber Threat Assessmentu PCI-
DSS Compliance, Data Loss Prevention Detailed Report Indusenatios
32.9.1.2  uansteya SD-WAN 16iuA SD-WAN Device Available Percentage, SD-WAN
Total Bandwidth, SD-WAN Top Applications, SD-WAN Application from
rules, SD-WAN Device Interface Bandwidth, Performance SLA by WAN Link,
Link Health Status, WAN Link Quality M dueeetiay
3.2.9.1.3 mu’liml,am‘ﬁ'a;da Log L9 Date, Time, Source IP, User, Destination 1P ilay
Services Ieduagnatioy |
329.1.4  aunsadIuwsesea (Customize) uar ARaenFUKUUTIENU (Clone)
nTEULAL e
329.15  aunsonanansesns1en (Schedule Report) I
3.2.9.1.6  A3Uuuuseau (format) leun POF, HTML, CSV uag XML 16t
3.2.10 awnsadwiadoya log ludssyuuduld TugUuuy SYSLOG uae CEF Format 161
3.2.11 sesfun1sidessianu Cloud Storage Téur Amazon S3, Microsoft Azure Waz Google
Cloud il upload log &t
3.2.12 finsFudseiu (Warranty) iuszezianlifesndt 5 U laedadldSusosanuidmduane
Adusunilulsemelnewindy
3.2.13 faueniansediniideussisnisifuiumusminennuidndvemandasiiaaluus
nelyelagase unzdionansiusesheunsalfiauailugunsallvl lalmegnldansnnou
wazdagluaenisudn

4. dormuanisinge

4.1 fruznsiaussimdenihnsinssgunsallimdenldey
TnestoihnsifeusiensendmundgunsallifiGeuson wiewiausuideurgunsalinag wu
guUnsainsranedygaaniadnevdn [Wuduy

4.2 msuSuidsumaunsalfesimsuduasBuduiudaunueudfiRns VRGPRERY
warliifiana nsznutesansensiiiununelunas

4.3 Fesimsimundnsnisdnds wazmnulasadevssszuulsame g AABAAUAIAINUADANBANE
fiflruddusienenne

4.4 siumseusuaunIinnisgunsalsedguailuie 1 u

5. S28Z19AINNTEINBUIY
Hyurnsiauesimdisdwoununislusseziaa 120 Yu ndsnnawnaudyanadevievse
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6. farmuaialy
6.1 vnildefasdasiladeniefivefosiosanuenmienndormuad
wwhpsdanaUselaviveamesemsiduddry
ma’lwammmmmﬂmsﬂsiumimqﬁ]suwaﬂwlmummmmwu
6.2 ﬂaa.,Laamouwuamwummmmwuma@ ARENTTIATY WRINTATIaB AT
Weuwvinwsainan Lwaﬂiﬂamwaqmﬁwms
6.3 FuuznsiauaTIAReNAUBUNLNSAITuLRBRAEATIIMIYTfATUANUABUNSAARY
6.4 aﬂﬂimuau'aamwﬂsnumm‘l‘ﬂum'smmlumuu mmmLﬂumaa“lwwlmﬂalmmumﬂau
wazaY MENVIN'Iui’JJJﬂULU‘uiuUULﬂEJ'Jﬂu Imaluuﬂmm’lm wazanusavinnuiusEuULARLe
6.5 wLauaﬁmmauauaiﬂmmwmﬂmaum @emmnBuagansynuiauds) Aaudsdsaniuiinng
Fdnsts, Aiineusu wavel¥inedug sufeillumsduiunsaded
6.6 fuurnisuszmanimazdesnsevimsiingg qunsal yntulianansaldonulfesedivsydniam uae
ansaviusadu gunsalyntuiifiegudalsidueened
7. wdnnesin1sansan
IHinasinalunsiamandeuznisiauesia
8. stezdwauvaniadwauny fvusnadmeuian 120 Yu wieuszneulinadde
9. msfulsiuuazigeine Wwewdadosifesulssiuiangunsaiiiiauoyniudu
mudeimunvamaila uagmnlifissynsuussilivimsfuussrudussesnm 5 ¥
10. Reulwnmthsiu deddudasuiasanassumssidumsanaiuaiaduds
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